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BUSINESS CONTINUITY POLICY - 2024-25

The Llc of lndia Staff Co-operative Urban Co-operative Bank Ltd No'3314

BUSINESS CONTINUITY POLICY AND DISASTER RECOVERY PROCEDURE

Thepo]cyiscalledtheBusinesscontinuityPoicyanddisasterrecoveryprocedureofTheLlcoflndia
Staff Co-operat ve tlrban Co operative Bank Ltd No 3314 approved by the Board in lts meeting held on

15/03/2025 vlde Reso ution No.lV

The data centers are consiclered as Life_b oocl of anY organization and data centers of today face the

cha enges of increasing complexlty both in terms of technoLogy and ts management The bank rely

heaviy on the avallabl itYofdataandany oss ln service trans ates into loss of revenue' There are a lot

of indireci costs associated with not having proper arrangements to yied the maximurn out of the

resources aval a ble to the bank,

For service oriented industries down time means not only servlce unavalabl ity but loss of customer

satisfaction which s the most focused area and for banks three thlngs are impotant that is customers,

data and systerns Protecting data and systenrs ls dlfflcu t and considered as most promineni factor

The consequences of disasteTs for an organlzatlon wiLl be:'

a) The number of customers will be d€creased

b) Customer relation wil be degenerated
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Therefore, toclay, it is absolutely necessary to have a comprehensive business contlnuity plan as the

general operations are dependent on the systems provldlng different sewices to the business units

Abusinesscontlnuitypanenab]escrit]caLserv]cesorproductstobecontinuaydeliveredtoc|ients'
nstead of focuSing on resurnlrg a buslness after crltica operatons have ceased, or recovering aftera

cljsaster, a business contlnuity plan endeavors to ensure that cr t ca operations cont nue to be availab e.

Business Continuity P an (BCP) is basica y a process of deve op ng advance arrangements that enable

the bank io respond to an event in such a manner that critlcal business functlons continue with planned

leve s of lnterruptlon or essentia change, so the beneflts of BCP are to in;rease the quality, productlvity

and posltive customer experience,

The ground work to be foLlowed by the bank are as loL ows:_

Prevent failures from impact ng buslness processes

Optimum server Utillzation
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4. structural ca bllng.

5. Creating alternative fail over data ceniers

6, Creating fail over network infrastrllcture

7. Providing means of alternate access and authenticatlon for Llsers'

8. Moving important data to an alternate slte

9 Re(ove-\ or dard at lre d rerndle )'16

10. Recovery of primary site and applications

11. Down time rePorting

Data loss can occllr for various reasons, nclud ng:

a) Disk fallures caused by hard ware failure' power outages or improper use'

oi ,",*"* probLems leading to lost packets that are not acknow edged because of router

congestion or other sltuations'

c) VirLrs lnfection, resulting ln corrupted flles

d) Flood, fire or any kind of natllral catastrophic

e) Acts of terrorism

TocounterthesedisastersWiththeminimUmposslb]edisruptiontobusinessoperationsandLossof
valuable data, the system admin strator and his assistant must constantly monltor the environment for

threats to the assets of the organization aiter these potentia threats are identified' thev must analysis

whetherthesafeguardscurrentlyinpLacearesuffcient,tomit]gatetheriskposedbytheihreats.lfthe
safeguardsareinsuff]cient,thebankmusicon!]der]mpLement]ngadditionasafegllardS.

Disaster \rork disruption can happen due to the fol owing factors and the recovery steps to be taken are

mentiored "galn'lbPlo

A Arlslng out of external factors.
Th" p-ffi;;"d around the location must be

,"",,iJ i" o*r,, and al preventlve r::asures req:r]e,1.:o-r1.a, Disaster due io breakclown or fire
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y to report the top management level and also

-rsaster 
due to floods/tsunami

GForsaster due to ea rthq ua l' e
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2. Disaster due
corslstency,

:I4L!!!t!!has been depured to ook after the same
3. Disaster due to communication / Redundancy rneasures must be iJe ava lable anaconnectivity failLrre periodical y checked to ensure that there ts no interruption in

co,lnecti,,ity, -Le oe-sot - Ll a-ge o, corourer should report
lhe n dtte. to f!orr1irt".a-o Tcorr,rTee,ra) rorwdroed
the same to the Board.

leve privileges must be
control mechan sms ir

shou d be located in two aisiJrt oia.u,
Suitable aiternate arrangements to ove;;me the disaster
to power failure are to be kept ready. As a part of
generator has been installed tn the bank. Further one of
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3. Fa lure of
verlficat on of

regular data backup and
backup data periodically

sound
by the

Programs to used by branches/offlces
from unauthorized access,
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server, nodes and other systems suitabte bacKup rneasures arer d oware Per rnher;t

I dr d . rcF " t,or . Tr.. be p.opa. , do. ,ne. teo.

I :"1^"-l^":l].orr.ol doot,drior I . .r"1gr s;,"1-6 , Lre "0o,,. "tion-o"iagerc-i p@,amspar I ages/programs. must be wtth . prop"' 
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documentat on. End users must be made aw:rp .t frh.i^nrr, oocumentat on. End Users mUst be made aware of funrt onal

-,!rc" -"'
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case of exigency, such moclification/updat ng of data must
done with proper authorizations only and must

back up procedure adopted and meticU ouslv followed
instituiion
ALrthorized programs on y must be
and they musi be suitably protected
alteration and misuse.

C. Arjsingout oflailure ofhardware and networkine (LAN

I hardrare Penpherdls. connertiv ty ro be adoptecl
ao p..16. . . onr r'lid o. ,, d, ,e,.
2. Non avatlability of harawar. I Barclware reqrirements ln tfr" cfranging e"vfonnrent, at afl_onpd.b.e u _h.Le.vdl.be s\(te-n. re.6). r.5. o- oa.odi a,, "dsso( i ano tl-e reou;reo
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:i e: 1oe"r:' nc,l .rer. ni*oil oo,ca, upg-"de, 0", r" -.etila- lv- o ,oper.r nB sygtem architecture dLre to svstenr/n€twork operating system vendors must be procured]upgrade/development and oaaeaintoatithesyite,n.-"r'uirrl:in",".uru,,"rrrr"
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3. Unsecured exposure of softwaf ;IU":gqEq" 
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L-lse of externa'orn etposure to external envlronr'ent'
e\lo.nalF1\'rorTe,ll
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D"*.*tat,on tor afl applicat on packages/programs must be

documentatlon prepared with due cons deratlon for the end_rrser and their

6. Corruptlon/collision/conflict Oue 
_.are 

must be exercised when changing the

executable program files resulting

systern hanging, denlal of service.

prograrns/over wriung the executable lt murt

whenever new executable are oaded, they

wlth the earller vers on and all the executab e

be e nsured that I

are compatibLe

are compatlble

with a singLe version l
E. Arisine out of human factors

f. LrJ ot roi,eageao'",116 _'646 Ld"of owFdgen '5tIolbca''a'or 'o-d(o'ar ooorlua _
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their knowledge must be refreshed perlodlcally 
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+. t-nstarrces rJffito lack 
"f 

ph\"lt'ltit'd""* lr'r'tan-alng nutin *Jre must be undertahen and
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starr rntegritv must be encourased'
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as occurred During this Phase'

activities such as damaSe assessrnent and salvaglng take place Depending Lrpon the impac! of the

disaster, critical activities are shlfted to an aternate Location or dlsaster recovery site which is kept

ready always for resuming business activitles at short notice

software, comprising both the app lcatlon software and sYstem software' is vltal to the operations of a

computerized system. The system software comprlsing operating systems' compllers' tltilitles etc have

to be objectively procured to drive the software applicatlon5 for meetlng banklng needs vendor policies

and technolog cal breakthrough resu t ln deve opment and aval ability ;f newer software dlrected at

efficient utiLizatlon of the hardware. lt changes the qua lty of banking products and methods of service

delivery so the bank resolved to shift from TBA to networked online centralized banking solutions (CBs)'


