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Fraud Risk Management Policv

ndian banks constant y operate wlth an mpendng risk of frauds urking behind every

transactlon. Financ a nstltut ons are under lmmense pres5ure to ensure 9ec!Jr ty and protection, as they

have to pay steep prlce for neg lgence. Co-operat ve banks, on the other hand are especially vulnerable

due to lheir weak securlty infrastructure, llm ted resources and out dated system, To close security loop

holes, prevent frauds, stren8then financial stabi lty and enhance governance and accountabi lty, the. RBI

has revised its regu atlon of Fraud R sk rnanagement for co operative banks. The po icy :s cal ed Fraud

Risk Management Po icy of The LIC of lndia Staff Co operat ve llrban Bank 1td.3314 approved by the

Eoard in its meeting on L5/A3/2A25 vide Resolut on No lV The po icy specia ize the bank's approach to

hand ngFraud Detect on, lnvestigat on, Reportlneand prcventon

Th s curated po cy should be reBular y revlewed and revamped every 3 years or sooner lf necessary.

lssLin.e of show .aLse Noti.es

The polcy also staies that once an anomaous Act!ty 5 dete.ted from the bank that mlSht be

potential y fraudulent the foilowing procL.durfs to be fo lowed

Prior to dec aring someone fraudLr ent, the ban < must issue a show cause notice (SCNS)

and a low thern to respond to accusatlon showing comp ete details of

transaction/actions/events basis which decaration and reporting of a fraud is being

contemplated under these Directlon.

A reasonable time of not ess than 21 dals shall be provided to the person/ent ty or whom the

SCN was served to respond to the SCN.

lhe bank must pro\rided a fa r chance for the suspected tnt ty/person lo de{end itse f before

a beled as lraLrdu ent

Special committee of the Board for mof tor ng Fraud Cases (SCBMFCS)

1.

2.

ln the bank this is a speca commlttee of the Board for montorng Fraud Cases

(SCBMFCS) consist ng of 3 members - ie. The CEo / Manag ng Director and 2 Board members.

The committee sha oversee the iraud Risk Managenrent n the bank. The SCBMFCS shall review

and rnonitor the cases frauds, ncludng root cause analyse and suggest mtigatlng measures for

strengthenlng lnternal controls by encouraglng wh stle b ower po lcy to safe guard emp oyees and

personnelwho repot fraud. The coverage .nd periodiclty sha be at least once 3 months.

Effective fraud management pollcy mplementat on for overs ght by senlor management of the

bank.

A gnine overa I orgaf zational structur. to br,st mon tor r sk, privet fraud and report incidents.
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Early warning signals ln Fraud Management

lust by fo lowing the governance lrame \(ork .o operativ€ cannot comp etely stop fraud in thelr

tracks. i. order to do so, the ban ( shou d ntegr.te . technology llrst approach that faci ltates early

warning siSn to not fy authorities lor swifr lntcr!,ent ons. lhat a ds extens ve y n prevent on prccess.

The role of EWS for fraud management may be

1. The EWS asslst the bank nldentifyngea.ysgnsoffraud. t act as a warning system that

alert Bank authorites of potentlal risk which !vithoLrt proper lnterventlon can be

2_

detrimental.

To expound on the key ieatlrres of an EWS, the systern lvi crack transacton and spot

unLsual behavior that ind cate fraud. !V (h lts wa.nlng indication lke transaction pattern

account behavior and other data, Banks cin further investlgated fraud and resolve wth
before it escalates.

The regu ate also demands a robLrst t\lvs ntegrate,,lrith CES to va idate each transact ons

rea t me. lt requ res the integration ol lntelllgent technology based solut on that provide

true real t me transaciions mon tor ng and behav oral analyses wh ch s!pport banks w th

seamless risk management and comp la nce.

The guidelines insist co-operat ve ban (s to ta (e sw ft rel ab e action once the fra!d ls a erted

by EWS.

Credit facility/Loan account/Other bank ng transact ons ndlcat on of fraudulent activit es

Bank shal also monltor actvties in Credit fac lity/Loan account/Other banking

transact ons and rernain a ert on act vities which could potentia y turn to the fraudulent.

ln case where there ls a susp clous/ind catlon of wrong doing or fraudulent activ ties,

the bank shal use an external audit or rn interna aLrdit for fLrrther investlgat on ln such

accounts,

All these should be in accordance wth the prncple of nrtura lust.e re Before

classifying/dec ar ng an account as fraud suffic ent t me should be given to the accused

The bank shall also opt a third party service to invest gate fraud then the bank shou d

mplement strlct term and cond tlon to ho d them accountab e. Th 5 is to cur w ful

neg igence and mal practcethatcan €ndto a causatvefactorforfraud

Staff accountability

lffraud happens due to the bank's oversight, then the emp oyEes are to be he d respons ble.

Action should be taken n trne bound manner n all fraud cases n accordance with the

internal po cy.

ln cases invoiv ng very senior officers ike MD/CEO etc. the ACV of the bank shall examrne

the staffaccountabi lty place it before the board.

Person of entltles class fied and reported are fraud by the bank and also entties and

persons associated with such ent ties sha I be debarred frorn ralslng of funds and or seek ng

addltlonal cred t facl lties from financia entitles regulator by the RBI for a per od 5 years
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from the date of ful repayment of th€ Llebarreded amount/sett ement amount agreed
upon in case of compromlse settlenrent
After 5 years, the declsion to operate r,tth sLrch ind vidual of entlty is the sole cliscretlon ot
the bank.

Treatment of accounts under Resolution
ls case an entlty classified as fraud has subsequently undergone reso ution under IBC or
under thc resolution frame work of RB r€5ult ng n a change n the management ofcontrol
of the entity or brsness enterprsr, trre l.llr 5ha -"xamine whether the en|ty shall
continue to remine class f ed as fraud or c :ssificat on ol fraud cou d be removed after the
implemertation of the resolution frame !.]or ( un.ler tBC or prudential frame work.
The penal measures as detailed above shatnot be applicable to the entities/business
enterprises after lmplementation of the .€so ution p an under BC or prudent al frame work
aS the case may be. However erst!,rh e pronroters/clirectors or persons Who Were n charge
were held respors b e and pena .nea5ure5 sha I cont nue to apply on them,
Reporting of fraud to the Law Enforcoment Agencies (LEA)

The Bank shall rnmedtately report the nc dents of fraud io the appropriate LEAs viz state
pol ce authorities etc. sublect to app .ab e aws

Whenever an incldent of fraucl occurred the concerned branches shou d report the sarne to
the nodal offcer at Head Office for repoting tncidents of fraud to LEA5 and for proper
coordinatlon to meet the requirements of the LEAs.

Reporting of incidents of rraud to Reserve Bank of tndia
Detection and preveftion of frauds .r. nol thc end ol the story. Tc ensrre nf rmity and
consistence wh le report fg rnc drnrl ol lraud to RB through Fr.ud Morritoring Returns
(Ff/lRs) uslng onlire porta. The bank sha choose the nrost approprate category frorir any
one of the fol o\r rg

. Mr)opp'oo',oLo o .rroa o o.ad.!o,t.--r.
2 FraudLrlent encdshment throuEh forged rnstrument.
l. Manip!lat on of bookt ol rL-.or ,ris o. tfroLgh f.titioLrs ac.ounts and conversion of

property.
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Chealing by concea ment oI l.tct i/i1h the ntent on to dece ve any person and
.hedL 19 b\ 1 pe..o. ,r:o.
Forgery with the ntent on to commit fraud by making any false
documents/eiectronic recorcls

6 Willful falsifc:ton, destrlrction, aternation, mutiation, of any book, electronc
record, paper, writ ng, !€cur ng or account v,, th intent to dec ared.

7 Fra!d!t e t cred t i.cii t ej erte rded to i teg. gratfc.ton.
8. Cash shortages or .ccoJni ot frirur:l

9, Fraudu ent traIsict on, invo ving fore gn exchJnge
10 Fraudulent electronic brn (tnB / d g tir payments related transactions commltted tn

lhe b.rnk

11 Any other types of lrauilLr e I t .t.ri!,it,,, rrol cove.ed rbove
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As soon as the bank detects a fraud it should report to RBi imrnediately ie. With in 14 days
frorn the date of identifying fraud.

The bank may under exceptional circumstances withdraw FMR/remove names of
perpetrator from FMR. Such withdrawai/removal however we rnade with due justificatjon
and with the approval of an officiai at least in the rank of a director.

Closure of Fraud Cases Reported to RBI

The bank shall close fraud cases using closure module, where the action as stated below are
complete.

a) The fraud cases ending LEAs/court are disposabJe.

b) The examination of staff accountability has been completed.

The bank shall maintainjng details of fraud cases reported and closed,for examination bV auditors.

Role of Auditor

During the course of audit, auditors may.come across instances where the transaction in the
account or docurnents point to the possibility of fraudulent transaction in the account. ln such a

situation, the aLrditor should immediately bring it to the notice of the senior management and if
necessary to the Audit Committee of the Board (ACB)
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