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RISK MANAGEMENT POTICY OF

LIC of lndia Staff Co-operative Urban Bank Ltd No. 3314
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CHAPTER 1

BACKGROUND

1.1 Need for Risk Management in the Bank

LJrban Banks are member driven organlzations and do not have access to m'rk_ci f'' ':-:'
funds. They accept deposlt funds from public, other cooperative instltutions and any other inst tui 

'^:
asmentionedinthebvelaw.ButthemainbusinessactivityofLCoflndiastaffCo-operatjveBani(
revoLves around acceptlng deposits from and grantlng loans to Llc empLoyees Majority of their lendlnS

exposure ls to the members. Further they have limlted exposure to nonmernber business' OnlY recentlY

some of them have foraYed lnto retail banking on a substantive basis' Against this background and given

thellmitedcapitalresourcesavallabletosupportoperationsastrong,agreeduponandwel
communicatedr]skmanagementpoicyandframework(adoptedtothechang]ngoperating
environment and a igned to be5t practice) is critlcal to the efflcient execution of ihe institutlon's

business strategy and fulfillment of lts objectives'

LIC of lndia Staff Co operatlve lJrban Bank ls one of the Urban Co_operatlve Bank ln State of

Kerala. The Bank recognizes the fact that the long term interests of its member should be the gulding

factor in all its decision mak ng. Further the Bank acknow edges the fact that due to its long Years of

existence and continuous growth and expansion of the organizatlon, t has stewardshlp over a significant

amount of members'share capltal and deposiis from members and non members These funds must be

utilized in such a way that mernber's needs are met and the Bank is ab e to generate sufficient income

to ensure sustalnability as flnancial entity. As such, the Board be ieves that a formal' robust rlsk

management policy supported by appropriate procedures, process and rules is requlred This pollcy

should be a good fit to the sizc, comp exlty, services and nature of the Bank's business rnode The Board

also recognlzesthat a positve risk rnanagement culture which permeates across al evel oftheBankls

essentiaL to the effectiveness of the rlsk management system'

1.2 Challenges in Risk Management

ln Risk Management, the Bank is faced with severa chalLenges in ensurinB thatl

1) CapitaL funds are sufficient to (a) support and manage the probable risk on account of activities of the

B;nk and (b) comply wlth stipulatlons and guidelines of the regulators on maintaining capltal adequacYi

2)The Bank's rlsk exposures are we w thin the llmits establlshed by the Board of Directors and/or

'ror agerrerl, as dpplopr dl e.

3) The rlsk decjsions are a lgned to the Bank's business strategy and obiectives set by the Boardj

4) The Bank is able to generate adequate or reasonable return/compensatlon for the risks taken; and

the Bank who take or nranage risks understand them clearly and are held
5) offlcia s\indlviduals of
accountable for the rlsks



CHAPTER.2

RBI GUIDELINES ON RISK MANAGEMENT IN URBAN COOPERATIVE EANKS

2,1 Risk Management Guidelines as Applicable to Co-operative Banks

The Bank is conscious ofthe need to manage various financial rlsks that it faces in its ordinary couise of

business. Further, the regulators and supervisors in the financial sector have also Siven Suidelines on risk

management and banking business mana8ement.

ln this ronnection RBI has issued guidelines (circular) on Risk Management and on managing lnvestment

for Urban Co operati';e Banks, detalls of which are as follows:

Tablel : Circulars on Risk an And other issues by RBI

Circular No. Dated Subject

61 06/04/zoos Guidelines on Risk

Management
100 27 /A6/2008 Guidelines on Management of

Investments by Urban
Cooperative Banks '

18 20/07/2O1O Guidance note on Credit Risk

Management

31 as/02/2o7o Guidance note on Operational
Risk Management

69 30/03/20\0 operational Risk Management

and Business Continuity
Planning

68 12/Os/2008 Credit Monitoring
arrangements - Revision of
exposure norms and

Monitoring qReporting
procedures



2.2 CRAR Guidelines as Applicable to Co-operative Banks

The Reserve Bank of lndja (RBt) vide circular dated 4th Decenrber 2007 has prescribed capltal adequacy

standards for the LJrban Cooperative Banks and outlined there n deftnitlon of capital funds, Tier l\Core

capital, Risk adjusted assets & Off Belance Sheet items as also Risk Weights for calculating CRAR.

Fufther, RBi vide Crrcular dated 7th January 2014 have advrsecl lJrban Cooperative Banks to maintain a

minimum rnandated CRAR on an ongoing basis at

7% as on 31st Mach 2015

9% as on 31st Mach 2017

To facllitate raislng of capltal funds (Tier r and Tier | ) for the purpose of compllance with the prescribed

CRAR. RBI has also ind;cated that Urban Co-operative Banks should disclose the level of CRAR in their

balance sheets and evolve a road-map for achieving the desired level of CRAR.

2.3 lncome Recognition and Asset Classification (tRAC) Norms

RBI has stipulated IRAC norms for cornmercial banks and has made the same almost fully applicable to

the Urban Cooperative Banks. The Bank will adopt asset classification norms and lncome recognition

rorms as appllcable to urban cooperaUve Banks.

ln developing the risk management policy the Bark has fully factored the above guidelines and

subsequent amendments as announced bV RBI from time to time.



CHAPTER.3

PURPOSE AND AIM OF BANK'S RISK MANAGEMENT POLICY

3,l Objectives

This policy provides direction on matters relating to the identification, analysis, response and ongoing

monitoring of risks as would apply to a Urban Co-operative Bank. lt provides details on the system,

standards, resources and processes associated with tisk management. This policy aims tol

Adhere io best practices in the area of risk management;

Protect the flnancial assets, physical assets, reputation and interest of the members of the Bank

Assist in fulfllling the cooperative principles

3.2 The policy contains provisions which will enaure compliance with:

RBI gurdelines on q:s\ Mdnagemert ds dpDlicrblF to cooperarive banks

RBI regulatory requirements on CRAR and other matters on risk management as applicable to co-

operative banks



CHAPTER-4

OBIECTIVES OF RIS( MANAGEMENT POI'ICY

4.1 Major Activities of Urban Co_operative Banks

thaLlrbdlcooperdlr'eBa,lk,lnvolvpdin: 
m rhe npmber(. ,r Lase oi erergenLv tne o,nl {ron

lr\ Mobrlizing demand and term deposits ko

rnstitutions as pelmltted bV the bve_lav/'

(ii) Extending finance and refinance to members'

(iii)Extending personal loans to the extent and as permitted by RBI

('vj l.1veqtmenlc of fJndr'r deDor(' 'nd 
bond' L,loe' 'lR dno \lo' <LR 

'dlegojFs'

4.2 Bank's Policies Aligned to Risk Policy

TheBankhasthefollowingBoardapprovedpolicesdulyalignedtoriskpolicy:
(a) Lodn PollcY

(b) lnvestment PolicY

(c) ALM Pollc\j

(d) KYC-AML Policy including customer acceptance policy

(e) lT SecuritY PolicY

(f) lnternal Control (with lT based Risk controls) and Audlt Policy

(g) staff AccountabilitY Polic\r

(h) Whistle Blower PolicY

(i) ExPendlture PolicY

The above policies including the Bank,s risk rnanagement pollcy shall be reviewed/ updated at regular

intervals

4.3 Coverage of Risk PolicY

'lhit q,!k Po"cy Love'r Ire ollow'ng ''n 
c"tegorre':

(a) credit risk in Seneral and more particularly major exposure to members'

Borrowers covered under CIVIA (as per RBI guideline )



(b) Operational risk - Major Operational Risk being:

lT risk-security risk, lmplementation risk

Non-lT Risk - Loss due to Frauds, HR risks, Damage to Physical assets,

operarional pro' esses.

KYC AML-Money Laundering risks

(c) Market risk including lnterest rate risk

(d)Liquidity risk

(e) Capital risk and

(f)compliance risk



CHAPTER-5

RISK CONCEPTS DEFINED

Risk could be defined as the possibllity of a financial loss to the bank on account of the probability of the

happening or not happening of an event or an outcome. Risk will lrnpact the income of the bank. G ven

that in the process of finarclal intermediation a bank has to naturally assume Tsk it is important lo

understand the types of r sk, the probabilities assoclated with each risk and have a clear plan to manage

the risk. Risk cannot be van shed away and hence the need for a well defined policy to manage the

same,

5.1 Credit Risk

Credit risk s the risk that nroney which s lent by the bank ln the form of a loans and advances in any

form js not repaid by the custorner/member. ln this case or investments, credit risk is the probabl lty of

defaults by the issuer of a bond or deposit in which the bank has invested. n otherwords credit risk is

the probabllity of non payment of interest and\or repayment of ioans by borrowers on due date\s.

credit rlsk can be smali or b I depending on the size of the portfo lo and volume of exposure to the

segment by the bank.

Example of high credit risk: The risk of financial loss (non-rece pt of interest and principal and the

collection charges incurred) through deLinquency due to concentraton of arBe (o_utstanding) oans.

Another examp e of credlt risk is the delay or nonpayment of coupon in an investment or default ln the

repayment of an investment.

5.2 Recovery Risk

Recovery has to be vlewed in the angle ol banks cred t and lnvesiment lunct on That poor recoverY

leads to credit risk has been mentioned above. The efficiency with which recovery function is carried out

contributes hugely to containing of credlt risk. Recovery (risk) has three components:

a) Surety Risk: Credit risk is nu ified or minimized if the outstandlng credlt can be recovered from the

surety, The ease with which recovery can be effected from surety is very lmportant to rnanage credit

risk. Thus, inefficiency in the recovery from surety transforms the credit risk into a recovery risk, plus an

asset value risk. Thlrd Partv guarantee tu rns the credit risk on the borrower into a credit rlsk on the



I guarantor. Thls is not a simple transfer of risk because there is a possibl ity that the guarantor may also

defaJ'i.

b) Legal Riskr This refers to the risk of the bank not being able to effect recovery from sureties due to

legal issues such as changes ln the laws etc.

5,3 Operational Risk

Another critlca rlsk area is operationaL risk. Operational risk ls where damage or financial loss to a. bank

occurs due to inadequate or failed internal processes, people/ systems or an external event' ln other

words operational risk happens when in the day to_day operations damage or financial loss is incurred

because of human error (deliberate or otherwise), lT failures, fraud, accidents or external events (such

as robberv, flooding or flre).

Table 2 : lllustrative List of Example of Operational Riski

5ub-category oI operationat Risk Example

Damage to physica assets

lT Systems and software fal ures

Organizational processes

ernal and external fraudI
lncorrect contact detalls or rnember records

results in credlt officer beine unable to follow
up on borrower's arrears

A staff member or outsider embezzling bank or

custorners funds through fraudulent means or

vlo ation of procedures.

The bank unknowingly asslsting in money

laundering due to poor customer/member
identiflcation procedures

loss, oss of reputation, compensation to the aggrievedmpact of operationa rjsk cou d be financial

party, Loss of buslness and penalties.

The bank's assets are damaged by a flre

The bank losses financial records because the

database is corrupted by a virus. Banks

systems'are hacked which resulted jn loss of

date base and also possible customer Litlgations

agalnst the bank

Fa iled systems
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5,4 Liquidity Risk

A bank should alwavs havc sufflcient fund to meet it known and committed repayments/ payments and

ensure growth. Given this, liqu dity is a condition where a bank is neither able to meet its payment and

repayrnent obligations nor expand lts business Therefore, iquiclity risk is the potential inability to

generate cash or have access to quid assets to cope with deposlt withdrawals, payment 
'ommitments

or fund increase in buslness Thjs Tisk arises du€ to mismatches in maturity pattern of assets and

liabilities, particularly in the short term. Such nrlsmatches could also be due to failure of assets to

mature according to plan, unexpectecl calls for repayment of due deposits and requests for premature

payment of liabilities.

lmpact of liquidity risk could be ln the form of penalties, loss of funds, loss of buslness and reputatlonal

damage due to the ban k being unabLe to meet the funding requirements of its customers

The liquidity risk in banks manifest ln different dimenslons as under

Funding risk - need to arrange funds for meeting oLltflows due to unanticipated w thdrawal/non

renewal of dePosits .

Timerisk-needtocompensatefornonreceiptofexpectedlnflowsoffunds,le',perforrningassets
turning into non-performing assets; and

Call risk - due to crvstalliTat:on of contingent liabilities and belng unabLe to undertake profitab e

business opportunities when desirabLe.

5.5 Market Risk

Market risk is the risk to bank's financial condition as a result of adverse movements ln the market rates

and prices Banks investments are market related and banks will have to deal with market vo atiLity if it

has to manage the lnvestments Markets lmpact the value price of investments often value of

investments may get depreciated due to adverse movement of rates and/or prices Market could a so

]mpacttheliqu]dityinabankwhen]tbeconresdiffict]ttoex]taninvestmentintimedUetoadverse

market movements/forces, Banks are expected to have e)ipertise n minaging nvestments and are

expected to anticlpate market movenrent/changes and take action to protect the value of bank's assets.

The sub-components of market rlsk in terms of the relevant assets held by the bank include:

Prlce risk/Equity risk: Adverse changes in the value of investment products like bonds'

Currency risk: Adverse changes in the value of a country's currency



5.6lnterest Rate Risk

lnterest isk is one ofthe major risks faced by financial institutions and is defined as probability of

reduction in the interest ncome or va ue of assets held to adverse changes ln the rate of jnterest.

Changes in interest rate could occur due to changes in the interest rates effected by the RBI or due to

rnarket forces or changes ln nrarket values of assets/ nvestments/bonds due to competition. The Urban

Co operative bank has invested ir SLR and No SLR bonds and these are argely fixed income securitles.

As such understanding and managing interest risk in an important element of risk management of the

bank.

5.7 Capital Risk

Stipulation, by the regu ator, of Mlnlmum Capital and Owned Fund that a bank rnust have is a long

establshed practice t is now we lrecognlzed that bank must be well capitalized for managjngvanous

rlsks lest the deposltors face defau t r sk Banks have access to huge amount of deposlts and the interest

of deposltors need to be protected.

ln this background banks need Capltal tol

. Maintaln gro$rth and expand buslness

Act as a cushion to absorb losses arising from business rlsk/operations and con|nue as
going concern

Rendi'r ,o ,enr J rde' Lndt erg ng ro ro ..o-,

Co operatlve are member driven organizat ons and face certain constraints in their ability to raise capital

as and when wanted. Capital rlsk management therefore calls for efficient capltal planning and

management process to mainta n CRAR as per RBI guidellnes

5.8 Compllance Risk

Banks have to comply with a I lega provisiors and regulatory rules and guldelines that are applicable to

its functioning. Laws are genera in nature and not addressed to any particular institutions. yet lt applies

to all those are covered by the provlslons. Regulations could be general br specific to the bank. t is

generaly expected that the bank wl I know all the legal and regulatory provision applicable to it and

comply with them. Noncompliance with the legal and regulatory and other orders could resut in

f nancial losses on account of penalties etc Therefore, Compliance risk is the probabillty of flnancial and

other losses on account of non cornpliance.



5,9 Exposure

Diversificatlon in loans and advances and investments is a known risk mitigant. By cdntaining exposure

to a single individual, group or activity or geographical area the bank is able to diverstfy its investment

and credit portfolio thereby reducing the concentration of r sk and the probabi lty that default by one

indlvidual or group or geography does not impact its stabiltty or sustainability.

The definition of exposure, as given by RBI is as follows:

a) Exposure shall include funded credit limits like working capital limits, short terrn/ternpor.ry loans and

block capital facilities like term loans, interim/bridge loa ns granted bV the banks either from out of their

own Tesources or out of the refinance assistance aval ed of by them. lt also inc uded non funded

flnancial accommodations llke guarantees, letter of credit etc,

b) The sanctioned limit or loan outstanding whichever is higher shall be reckoned for arrivlng at the

exposure in the case of cash credit limits. In the case of term loan, outstanding amount may be

reckoned for the purpose of exposure. However in the case of non funded cred t limits, only 50% of such

lirn ts orthe outstanding amount whtchever is higher may be taken nto account for the purpose.
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?, CHAPTER-6

RISK MANAGEMENT STRUCTURE/FRAMEWOR( IN THE BANK

6,1 Risk Management Committee

For overseeing the effective Risk Management function in the Bank, the Bank has constituted "Risk

Management Committee" whjch ls a sub-committee ofthe Eoard with following members:

1)Chairman

2)Secretary

3)Three Directors

CEO and AGlvl are mandatory in this committee

Quorum ofthe meeting is three

The committee will meet at quarterly or more frequent intervals to review the progress and

implernentation of the risk management systems and procedutes besides studyinB and taking corrective

steps regarding the various risks impactlnB the bank.



CHAPTER.T

MANAGING CREDIT RISI( IN THE BANl(

7.1 Componehts of cred;t Delivery Chain

credit accounts for a malor chu nk of banks business. The creclit R sk lvranagement process rnvorves the
identification, management and monitoring ofthe en re credit delivery chain including.
Credit originatlon

Cred:t pro.e$ing

Credit sanction

Cred t documentation & disbursement

Credit monitoring, reschedu ement, restructuring

Credit recovery, settlement write-off

Credit risk mitigation

7.2 GeneralCredit Risk Management Measures

The general credit rrsk management measures that the bank will Lrndertake on an ongoing basis lnclude.
(a) Having well defined ard clear eligibility norms and processes for credit appraisa

(b) lmpartirg training to the Credit officers ofthe Bank

(c) Review and updating the product specifications/details of loans and advances of the Bank from fme
to time

7.3 lnter-Bank Exposure Limit

The interbank exposure ts applicable in terms of marlet operaions, rnvest;ents and treasury

operations. These aspects are covered in detal in the tnvestment policy approved by the Board.

According to that the Bank will adopt a well deflned exposure for each counter party it dears with. The

Bank will calculate inter-Bank exposure Iimit covering all exposures such as cal money lending, CD, Term

Deposits etc. on each Bank based on published financial statements or inform;tion cal ed for. rn this the
Bank is guided by the guide tnes provlded ln RBt,s clrcular on tnvestment the key financlal parameters to

be evaluated for any counter party bank will be :

(a) CapitalAdequacy

(b)Asset Qualitv,

(c) Liquldity - and

(d) Profitabillty



7,4 Credit Concentration Risk Limits

The Bank will fix Credlt concentratlon rlsk llm t depending upon the composltion of the business mix,

area of operations, total exposure to arge borrowers, industries & sectors to which exposed and their

risk levels. Credit concentration risk llmits will be flxed as a percentage of total advances or other

variables.

7.5 Managing Credit Risk at Origination

lmproving credit originatlon standards and process will help in containing credit risk. This will be
addressed by:

(a) Obtaining Credit Report on the applicant from existing bankers if app cable and checking negative

database of Credit information bureau such as CIBIL so as to avoid NPA accounts, suit fied accounts,

Settled accounts, fraudulent accounts,

7.6 Managing Credit Risk at Processing and Sanction Stage

The Ba nk wlll address the credit risk at processirg and sanction stage with the following measures

1) Havlng standardized process notes to capture a vital lnforfiation to assess borrowers' capacity to

repay and willlngness to repay and cross checking veracity of documents submitted.

(2) Prescribing benchmark financial ratios for borrows seeking hlgher credit limits.

(3) Stipulating covenants as well as terms and conditions of sanction covering:

M'r IrJn rra.g.ns lo De obrd ted\presc-ioed

Type and extent of collateraL to be obtarned

Personal guarantees to be obtained (types of loan, types of guarantor, etc)

7.7 Managing Credit Risk at Documentation and Disbursement Stagel

The credit risk at docurnentation ancl disbursement stage will be managed byi

AEReviewlng the documentatlon requirements for different types of loansy'facilities periodically .



7.8 Managing Credit Risk at Credit Monitoring Stagei

This will lnclude:

Cornpliance with terms and conditions of sanction

Annual review of credlt limlts and half-yearJy revlew ln case of weaker accounts

7,9 Managing Credit Risk at Recovery State:

This would involve initiating recovery action as and when the installment/lnterest in due. Some of the

steps are

Mandates for recovery of lnstallments/ lnterest

Liquldating the paper securitles after giving requisite notice if any

lnitlating legal recourse as aval able to cooperative banks

Rescheduling/restructuring of dues where warranted for valid reasons

ln case of higher NPA evels bank will tighten the entry level norms for taking up axposures in that

segment,

Reporting and Review of qulck mortality cases, with ident fied reasons and correctlve aciLon

required,

7.10 Risk Limits for recovery Risk

Stipulat ng NPA evel for risk management enables the board and bank to monltor NPA and take timely

action. Achieving a low NPA can be possible if NPA is proactive y tackled. For this purpose

N PA of the Bank shall kept minlmum preferably 0 with strlct and effective monitoring and follow-up.
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CHAPTER.S

LOAN REVIEW MECHANISM/CREDIT AUDIT

S.l Objectives of toan Review Mechanism/Credit Audit

Credit Audit examines compliance with sanction and post sanction processes/ procedures laid down by

the bank from the time to time with the objective of

lmprovement inthe quality ofcredit portfolio

Review sanction process and compllance status of large loans

Feedback on reSulatory compliance

Independent review.of Credit Risk Assessment

Pick-up early warning signals and suggests remedial measures

Recommend corrective action to improve credit quality, credit administration and cred,t skillofstaff,
etc.

8.2 Credit Audit Loans Portfolio

lhis wrll involve:

Examining the quality of Credit & lnvestment (Quasi Credit) Portfolio

Quantiiative analysis and trend _analysis of credit portfolio is periodically carried out in terms of

geograph,c;l spread/lndustry/Sector/Activlty/NPAs.etc to study and monltor the trdhds and emerging

warning signals.

Reporting on weaknesses in ihe credit process being followed

Suggesting measures for improvement, including reduction of concenttations in certain sectors to levels

rndrcated in the Loan Pol,cy ano PrJdenl al Limils suggested bV RBI



CHAPTER.9

MANAGING MAR(ET RISK IN THE BANK
9.1 Components of Market Risk
IVarket risk management of a bank involves rnanagement of
lnterest rate risk,

Llquidity risk

9.2 Managing lnterest Rate Rkk in the Bank

The irnmediate lmpact of chaIges in market interest rates w ll be felt on the I

(1) Net interest lncome (Ntt) 'Earnings'perspective

The rneasurement of bank's exposure to interest rate risk ntermsofsensitivitvofitsNrtointerestrate

movements over the horizon of analysrs (usually one yead involves bucketing of all Rate sensitive Assets

(RSA) and Rate Sensltive Liabillties (RSL) .nd off balance sheet items as per restdual maturity/re-pricing

date of various time bands.

ln order to contain the impact of changes on interest rates on bank,s earning, the bank sha li monitor the

RSA and RSL positions n various time buckets through various limits

Bank shall also prepare a report on earning at Risk (EAR) i.e. possible loss of income under different

interest rate scenarios over a time horizon of one year on monthly basis and report to ALCO. Analysis

thereof with action taken shall be placed in the subsequent Risk Committee meeting.

9.3 Risk Limits for lnvestments

The risk limits for lnvestments shail be as per the lnvestment policy of the Bank. All devrations sha I be

reported to the Risk Comnritte€ ofthe Bank



CHAPTER.lO

MANAGING LIQUIDITY RISK IN THE BANK

10.1 Need for tiquidity and Available Sources to Meet Liquidity

Be ng Liquidliy s the ability of the bank to manage oT accommodate decrease in liability with or without

a simultaneoLrs increase in assets. The Bank need iquidlty to fund loan demands and to rneet deposit

wlthdrawa s. The Bank's liquidity will be determined by variabllty of loan demands and deposits and

ability to borrow/ralse funds n the market. The bank is said to have adequate liquldity lf it can obtain

sufficient funds elther by increasing lts liabilities or by liquidatinB assets promptly at reasonab e cost. lf

the bank is unabie to meet the iquidty needs through liquid assets/holdings, bank maybe constrained

! to acquire addltiona liabilltles under adverse terrns. Llquidity Managernent is the process of generatlng

funds to meet contractual obl gations or relatlonship obligations at reasonab € price at all times.

The bank recognizes that ihe liquidity which varies over time and the iquidity of the bank nterad to

determine the conditions of fund ng. Monltoring of economic and money nrarket trends will therefore

ba heIevto .qLd ryp"r1ir g

10,2 Measuring and Managing tiquidity

Measuring & managing funds requirements wi I be done by the bank through

Stock Approach: ln this approach the bank wi calculate the liquldity rat os and compare them to the

bench marks to be set by the bank. The iqu dlty ratios includes \
Liquid assets to short term total liabi lties

'= core deposits to total assets

Loans to tota Assets

Loans to Core Deposits

Large Liabllities (minus) Temporary lnvestments to Earning Assets (minus) Temporary lnvestments

Loan Losses/Net Loans

Total Liquid Assets to Totai Assets Ratio (the higher the ratlo the more liquid the bank is)

Total Liquid Assets to Total Deposlts ratio (thls measures the bank's abillty to meet wiihdrawals.



CHAPTER.ll

MANAGING OPERATIONAT RIS( IN THE BANK

11.1 Operational Risk Events Reporting

Operational Risk events in the bank involvlng people, process syster.s shall be tracked, reported and

suitablc follow up actlon wil taken.Someoftheillustraiiveriskeventstobereportedinclude.

Table 11: lllustrative list of Operational Risk Events and Reporting Frequency

5l NO Operatlonal Risk Event Reporting to and frequencY

1 Fraud in the Branch / Head office

Nt"j r T f. il.* il. H . d **" ., S.ft,,'r, "2

3 lT Security breach

4 Robbery / Theft at the branches

5 Fire lncldent ln any of the Bark's premises

6 Damage to bank's lmmovable property due to F oods/

Collapse

Lrnoreordrery ro oe reporreu ro

MD/CEo and to be placed in

7 Critical technical employee leaving the bank
su!sequerir

8 Loss of blank Cheque books ATM cards to be issued etc

9 Bank unable to pafticlpate in c earing house

10 Sexual Harassmeni incident

11 Forged notes or Forged docurnents detected at branch or

Head office

12 Title deeds of property or doclrments missing from the

branch

13 TDS / Servlce Tax not deposited with lncome Tax /Service

Tax Authorities
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CHAPTER.l2

MANAGING IT RISK IN THE BAN(

12.1 lT - Business Enabler and Maior Source of Risk

Banking Technology/lnformation TechnoLogy for banking has emerged as one ofthe major enablerof

buslness growth and lmprove delivery whi e at the same tlme it can also cause operationa risk-

lf managed properly, T can be an excellent enabler by:

Eeing a toll for development of new products and servlces

Substantially shortening the dellvery tlme to the customer

Empower the customer to do home banking

Reduce the cost of operatlons for the Bank

Optimlze human resources for deploymenl in marketing and business development at the same time' T

could be a maior source of risk for the Bank in terms of:

Securlty risk to the customer's prlvacy and funds

Brealdowns leddrng to cLs onel o ,5a sracti^n

Emerging and unknown rlsks to be tack ed 24x7x365

nvestments costs being huge which have to be recovered mvo ume !evels of transactions and

correspondlng revenues.

H gh ob:o et.ence Lo)L

lT risk more particularly lT security risk has to be rnanaged proactive y'

_E. 12.2 RBIGuidelines on lT Risk

RBlhasissueddetaiedguide]nestoUrbancooperat]VeBanksonlTrisks\^/hicha]soincludethe

following

Security issues and risk mltigation for Card Present (CP) transactions as well as Card Not Present (CNP)

transactions

Security measures in CBS envlronment, lT Poi cy, lT Security Policy, SfvlS alert facility for financiaj

transactions, providlng requislte data online to Credit information companles and FllJ IND



CHAPTER-13

COMPTIANCE RISK, CRITICAL COMPLIANCES AND DISCI-OSURES

I he bank recognres that:

Compliance Functions is one ofthe key elements in the bank,s Corporate Governance Structure and a
critical factor of overall risk management

The criticel need for managing compl,ance rjsk on account ofthe reputational risk arising out of
compliance failures

That compliance Function needs to be adequately enabled, made suffic,ently independent and
sufficiently resourced.

On account of the need to ensure that there is no potential for any conflict of interest, the Compliance
Function and the audit function ofthe bank shall be kept separate.

compliance responsibilities shourd be crearry specified and its activities shourd be subject to periodic and
independent review



CHAPTER.l4

RIS( BASED SUPERVISION

14.1 Monitoring Bank's CAMELS RatinS by RBI

The Bank's rating is deterrnlned annua ly on CAMELS system by RBI based on dlfferent parameters. The

bank's rating is reflectlve of the risk managernent quality ln the bank and s therefore an mportant

pararneter to be tracked by the Risk Management Committee. CAMELS ratlng of the Bank encompass six

factors for evaluat on wh ch are an expansion of the name ltself and are stated as follows:

Table 14i CAMELS Explained

Cap talAdequacy It is the ratlo of capital to risk'weighted
adequacy is an indicator that a bank can

ob igations when exposed to risk.

an indicator of a bank's control over its bad

Assets to totaL assets.

debts

Guldelines are some

assetS. sound capital

Asset Quality It ls a measure of ratio of Non-Performing Its

Management Quality Corapetent Management, Effective Pollcies and

of the found;ng pil ars for successful operat on

Earnlngs

Liquldity

The total income earned by
accordance with the guidelines

a bank through various sources in

imposed by the regu ator

level isIt is the measure of cash reserve/ilquid securities level. A high
perceived positively since it wou d allow the bank to
unexpected withdrawals without falllng into a crunch

RBI commun cates its rating and marks to the bank. Based on thls the Bark will idertify the areas where

it has scored low and take remedial tlme bound steps to improve the weak areas of functionlng

Systems and Contro It ls a measure of the bank's sensit vlty to market changes



CHAPTER.l5

MONITORABLE ACTION PIAN (MAP) FOR ADHERENCE TO RIS( MANAGEMENT POtiCY (RMP)

15.1 lmportance of Proper lmplementation and Adherence to the RMp

ln view of the critical nature of risk management and taklng into account the focus glven by RBl, the

bank recogn:zes the importance of proper implementation an.l adherence to its Risk ManaSement

Policy. The successful implementat on of the policy will undoubtedly resu t n the fo lowirg benefits for
the bank.

Optimi2ing returns commensurate with risks taken

Encourage resporsible risk taking

Ena ble the ba nk to effectively compete in the market

Develop and spread rrsk culture amonE the staff in the bank

Ensure the long-term viab lity and sustalnability ofthe institution

15.2 Action Plan

ll the above colte\t rhe Bo.ro ot the BarL teLognize(.

That the responsibility for imp ernertation of the RMp rests wlth the cEo and a I the mernbers ofthe
8oa-d

That there is a need to continuously monitor RMp and for that purpose put in place the two main
in€redierts for ensuring the successful implementation of RMp viz. develop ng tT_ba:ed MtS and trainifg

The need to ensure that the bank in its day to day business adheres to the various risk limits approved v
by the Board

Accordingly the Board will pro-actively take the following steps:

. Rev,a\{ tre Di(1, Man;ge ne-t poliLy arr rally

ii. The Boards Risk Committee will check, in regular periodicity, the adherence to the criticat risk tinrits

iii. U'rdartake regular, revievr' ot rhe bank's.olipli.nce ro a,r nql, m,r(

iv. Carry out Quarterly review of the progress in the MiS system and HR resources requjred for Risk
fManagement


